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ABSTRPACT

The integration of safeguards functions to deter
or detect unauthorized actions by insiders re-
quires careful communication and management of
safeguards-relevant information on a timely
basis. The separation of safeguards functions
into physical protection, materials control, and
materials accounting often inhibits {important
inforwation flows. Redefining the major safe-
guards functions as suthorization, enforcement,
and verification and careful attention to man-
ageoent of information can result in effective
safeguards integration. Whether designing new
systems or analyzing existing ones, understand-
ing the intecface between ftacility operations
and safeguards is critical to cost-effectiva
integrated safeguards systems that meet modern
standards of performance.

I. INTRODUCTION

Regponsible management of nuclear materials,
alvays a diff{cult task, has become even more
challenging in the context of a world that is
increasingly averse to nuclesr-related riek.
Facility operaturs wmust constantly provide
assurance that their materials ar3 under con-
trol and are not being relessed to t.» environ-
ment or falling into the handa of unauthoriszed
parties, At the same time that socleties are
depanding the highest standards for nuclear
activities, these activitiea are growing world-
wide in appiicetions velatad to the generation
of electricity and are not likely %o shrink
significantly 3in military aprlicationa. More
material is being processed, and there ace more
facilitiee responsible for {t than aver before.
Along with the growth in materisls processfing,
there has bean a perceived increase {1 the human
thrcats posead to nuclear activities, World-wide
terrorist activities “ave motivatad government
authorities to demand {mpresalve physical pro-
tection measures at the perimeters of plants to
repel armed attackers. Also, there isw a high
lavel of concern regarding malevolent acts by
{ndividuals with authorized aAccess to nuclear
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materials. This insider threat presents the
greatest challenge to safeguards system desaign
and operation because it may be much more dif-
ficult to distinguish between authorized and
unauthorized actions. The components nf a safe-
guards system that can deal with all these
threats effectively while interfering minimally
with facility operation must bas organized into
a coherent unit and must emphasize the efficient
genaration and utilization of safeguards-rele-
vanc intormation.l.2

II. [INTEGRATED SAFEGUARDS SYSTEMS
A. The Meaning of Intregrated Safeguards

The structure and function of domestic
nuclear safeguards systems are usually defined
in terms of the three concepts of physical pro-
tection, materials control, and materials ac-
counting. Although there may be some overlap
between the areas of physical protection and
materials control, in wost instances these three
eliments of the system function nearly independ-
ently of one another, have separate administra-
tive structures, and have few channels of com-
munication with each other. Furthermore, those
channels of communication that do exist are
normally far removed from the uveryday working
level and come into play after the fact when an
unusual incident has occurred. Duplication of
effort and unnecessary {nterference with facil-
ity operation can result from this relatively
independent operation of the different parts of
the safeguards system, with uanecessarily high
safeguards costs as a corollary. In addit.on,
the lack of coordination among the three ale-
ments may cause gaps in safeguards asystems cov-
erage--particularly with respect to the lnsider
threat--and will almost certainly make it very
difficult to evaluate the effectivenass of the
total safeguards system.

For thase reasons, interest has heen grow-
{ng in the development of {ntegrated safeguards
systema. An integrated safeguards wsyatem cum-
prises the name basic elemernts as any other



safeguards system: protective personnel, fences,
portal monitcrs, personnel identification sys-
tems, process monitors, material measurements,
accounting records, and so on. However, the
organizational arrangement of these elements is
no longer the same. In an integrated safeguards
system, the basic safeguards elements are appro-—
priately selected and then combined into a sin-
gle unit whose parts communicate, share informa-
tion, cooperate, and coordinate their activities
in a menner that is optimized with respect to
the dual objectives of achieving maximum safe-
guards effectiveness and of minimizing interfer-
ence with facility operations, and without re-
gard to arbitrary classifications such as physi-
cal protection, materials control, and matserials
accounting.

It appears desirable that all safeguards
systems be integrated in the sense just de-
scribed. However, such integration may be dif-
ficult or impossible to achieva when the safe-
guards system is organized along the usual lines
of physical protection, materials control, and
materials accounting, because this structure
compartmentalizes informat.on and provides no
avenues for coordinating the actions of units
belonging to the different areas. The design
and implementation of integrated safeguards sys-
tems will therefore require the formulation of
nev organizational concepts for safeguards sys-
tems that encourage rather than hinder the de-
velopment of integrated systems. In the next
two sactions we propose that these new concepts
should be those of authorization, enforcement,
and verification, coupled with the proper col-
lection, analysis, and distribution of informa-
tiom.

B. Safeguards Systea Functions

One can define domestic nuclear safeguards
as a collection of measures intended to assure
that nuclear materials are used only in author-
ized ways for officially approved purposes and
to provide effective corrective actions when
misuse occuss. This definition contains the
elements stated at the end of the last sectiom:
authorization for appropriate uses of nuclear
materials, enforcement to limit uses to those
that are authorised or to detect and terminate
misuses, and verification to assure tnat the
facility is in an authorized status, with all
these activities necessarily depe ding on the
apyropriate acquisition and utilization of in-
formation. We shall now discuss the meaninga
of these terms and concepts more completely and
show that they can, in fact, serve as the baslis
for deaign and {mplementation of a nuclear safe-
guards system.

Authorization in a ouclear facility {s a
hierarchical definition satructure whose purpose
{s to nmtate precisely at every leval what the
facility objectives are, what actiona are ap-
proved tor achieving these objactives, what per-
sonnel aund/or pleces ot equipment mav perform

these actions, and in what manner the actions
must be performed. The most effective method
for developing the authorization structure for
a facility is usually to employ a top-down ap-
proach in which the official mission for the
facility (often as stated by a government
agency) is designated as a top-level task. This
top-level task Is broken down level by level
into irequired subtaaks at successively greater
levels of detail until the basgic 'irreducible"
facility activities are reached (for example,
performing a particular step of a chemical
process, transporting nuclear material from one
location to another, and so on). A parallel
personnel/equipment structure must then be con-
structed for the facility, and authority for
performing the individual pasic activities must
bs assigned to these facility personnel/equip-
ment resources. Both operational ard safeguards
cousiderationg will be important in determining
the allocation of authorizations to persounel
and equipment, but a primary safeguards goal
must be to minimize the probability that an
unauthorized action can occus without immediate
detection and interruption.

Once the authorized activities and personnel
have been defined, entorcement methols must be
determined to assure that only authorized ac-
tions by authorized personnel/equipment occur.
Many of these methods fall within the areas
usually designated as physical protection and
materials control. Berriurs and personnei iden-
tification systems are used to exclude unautho--
fized personnel from the facility as a whoie vur
from certain areas of the faclility, portal moni-
tore are used to detect attempts at unauthorized
transfers of materials, and so on. The enforce-
mant mathoda must, of course, provide for the
interruption of unauthorized activities by force
when nacassary.

The safeguards verification function con-
tinually examines the faciiity status to ensure
that {t {s -‘ithin puthorized limits. OCna of
the most {mpurtant verification activities is
that of materials accounting, which tries to
assure that all nuclear materials are present
in their authorized amounts, locations, and
forma. Part cf the materials accounting veri-
fication program is a measurement control pro-
gram to aseure that measuring instruments and
processses function correctly. Other instrument
verificatior actions include testing alarm and
communication aquipment to assure that {t is
{n proper operating condition, In addition,
process instrumentation can bve moenitored tor
safeguards verification purposed to assure that
process parametere ¢ve «ichiu nominal ranges;
material transfers can be monitored to assure
that only authorized materials are moved by
a:thorized persons, and that a tranafer that
has been in{tiated {s c:mpleted within an appro-
priate time periud at the correct destination;
and 80 on. Verification activities are very
fmportant {n the operativn of the sateguards



system because they can provide positive evi-
dence that the facility is in an authorized
statug, not just a statement that no unauthor-
1zed situations have been detected.

Many of the safeguards system's authoriza-
tion, enforcement, and verificatior activities
rely extensively on the aveilability and correct
interpretation of information about the system
status. Because of the importance and potential
complexity of the process of information acqui-
sition, interpretation, and distribution, we
discuss this subject separately in the next
section.

C. Ionformation Management

Coherent acquisition, organisation, and
analysis of safeguards-relevant irnformation is
the basis of an integrated safeguards system.
This information management system is the frame-
work for continuously acquiring information
abeut facility operstions, comparing observed
conditions to the anticipated normsl conditions,
detecting anomalies in routine operations, and
implementing procedures for anomaly resolution.

The key elements of information management,
acquisition, organization, analysis, and
decision-meking are described as follows.

Acquisition. Information to be acquired
by an integrated safeguards system is determiued
by its intended use in the anslysis, declsion-
making, and reporting processes that are fore-
seen. Because this system must counter poten-
tial insider threats from personnel authorized
for direct access to sensitive material, areas,
and information, {t must acquire sufficient
information to detect subtle deviations from
authorized procedures.

Information of potential ssfeguards use 1is
derived from an understanding of facility oper-
ations including material inventories, material
flove, and personnel activities for operating
the process. Facets of facility operations that
are the source of these data are

¢ Material locations - facility locations
vhere material is stored or temporarily
resides including storage vaults, hold-
ing areas, and process vessels. Neaded
information {s material amounts, number
of {tems, and typical residence time.

* Material transfers - movements of mate-
rial betwveen locations {in the facility
fncluding transfers between process
equipment, movements to different loca-
tions in a glove box, or transfer be-
tween materials balance areas (MBAs).
Thece are defined by source and destina-
tion, amount of material, and duration
of tranmfer.

. Process control/monitoring measurement -
locations in the facility where process
parameters are measured. Defining param-
eters are location, measurement method,
measurement uncertainty, frequency of
ingtrument recalibration, and frequency
of meagsurement.

. Personnel activities - routine personnel
activities for operating facility. Spe-
cify general job categories and neces-
sary authorizations for personnel access
to facility areas, materials, and infor-
mation.

The basis of information acquisition is a
collection of key locatione such as measurement
points and perscrnel acccss control points where
safeguards personnel or sensors acquire data on
material and personnel activities. These loca--
tions are seiected in conaideration of process
operations and a framework of safeguards areas
including materials balance areas, material
access areas, protected areas, and exclugion
zones. The acquisition system parameters are
the location, attributesa of material or person-
nel, methoas of acquisiticn, and the event that
in.ciates the acquisition.

Integration of the acquisition of i{nforma-
tion among the various safeguards activities
consists of avoiding redundancy and coordinating
the acquisition of relateu dats elements. For
example, additional safeguards measurements can
be eliminated when existing process monitoring
measurements are ad.quate. Also, sensors re-
cording the attributes of transpurted material
and attributes of the custodian should be co-
located.

Organization. Traditional separation of
safeguards information generated by ita various
functions limits the range of anomalies that
are potentially deteczable, whersas integration
of these data {n a single structure increases
the correlations and relations bLetween data that
can be examined. For example, confirmation that
a material transfer is successfully completed
involves the ability to correlate information
about material and personnel asttributes that is
separated in both space and time.

Resolution of anomalies depends on a capa-
city for rapid recall of related data on past
activities involving material and personnel.
Retrieval of these data s facilitated when
there ls an identi{fying key that assoclates all
data elements related to a particular event.
For example, an event involving measurement of
an {tem by an operator generates data such as
the item {identification, material amount, in-
strument identification, and operator identity--
all perhaps stored in separate data files but
easily relatable when tagged with a common
unique event number.



The following are examples of datacase

tables that mignt be maintainea:

. access authorizations of each purson;

. pt.ysical 1aventory data including laca-
tion, time, and material amount;

* material transfers across azcounting
boundaries including location, time,
ana material amount;

- iransactiona related to spilcting or
combining items;

e a record of personnel access requests;
and

* nominal process paramete-s.

Analysis. The function of information anal-
ysis in a safeguards system is to reduce the
complexity of the data to a simple form that is
directly usable by safeguards decision makers.
Comprescion of the information into indicators
that are more readily comprehended facilitates
discriminaticn between normal and abnormal con-
ditions in faciiity operations.

Anomaly detaction depends on an analysis of
the safeguards information to Jetermine a devia-
tion 3f an obearvation from normal facilicy
operations. In some¢ instances these analyses
are simple and immediats, as in the comparison
of an access request to an auchorization liac,
wherees other analyses such as evaluation of an
inventory cifference may require large amounts
of data and extensive calculations. Analyses
may be divided into twe classes: scatistical
analyses such as inventory difference evaluation
and logical analyses such 1s evaluation of an
access request.

Statistical analyses are applied to the re-
8ults of measurements as in analyses of shipper/
receiver differences, inventory differences, and
wmessuremant of standards to detect instrument
malfunction. Examples of data analysis proce-
duree for addressing statisticel decisiom prob-
lema, which are often implemented in computer
programs, sare matarials balance closure, vari-
ance c1ilculation, saterials balance analysis,
and measurement control.®

Logical analyses deal primarily with coms
parison of information on [eraonnel activities
and material movements and locations with the
known normal facil ty operational procedures to
detect anomalies. Currently, thesea anal,ses
consiat of compariions of personuel area access
requests with an authorisation database and
confirmation trat material crossing matacials
access area boundaries hasve thr approoriate
grves attributes. However, as the ctechnol-gy
for tracxing personnel and material locazicns
ad-alices. wWre comp:ex author'zationa involving
sequenzes -f personnel actions snd their piecise
locaticon may become the sulject 5f .anomaiy de-
rection.

Procedures for logical analyats of gafe-
guards information may -onsist S pcograms o

retrieve personne; auathorizatisn from & 4
base; programs .5 record the nistory sf per
nel accesses to material. areas, and infcrma-
tion: and programs to retrieve selecrea audit
trail informaction.

Decision-making. The final element in devei-
oping information management that is consiscent
with an integrated safeguards sysrem 18 a deci-
sion-making structure consisting of displays of
indicatoras of safeguards status, craiteria for
determiring that an anomaly exists, procedure.
fur resolving anomalies, and personnel respon-
sibilities for the anomaly detecrion/resolution
process.

Indicators presented to a decigsion maker
should constitute the minimum amount of infor-
mation nezessary for resolving the difference
between normal and abnormal facility conditions.
For each indicator there is an associated cri-
terion for deciding that an anomaly exists.
These criteria ehould be chosen -0 reflect a
desired system sensitivity to an anomaly (for
example, amount of material loss to be detected
within a specified time and wicth specified de-
tection probability).

The following indicators are represercative
of information that could be dispiayed for qe-
cision-making:

* a plot of materiala I lance sequences
for each acrountirng are. with decision
thresholds based on variance calcula-
tions:

* a list.ng of the current book inventory
in sach accoun:ing area;

* a i1igplay of msterial cransfers in prog-
recs and elapsed Cime;

. a plot of messurement control charts
for sach measureme-* instrument;

* a display of the c .rren. access status
of personnel to arsas, Tmaterial, and
information;

* a display of an asudir trail for an item
or ba.ch reflecting tne processing and
measurement history--including personnel
access to the material.

The coherent organization, analysis, aaa
display of safegiards informacion ailows cthe
dqetection ot anomalies that are only apparent
when data from separate locations, times, and
safeguards activities are combined. Examples
of anomaly detection bssed con ccompined use of
information elements are

. repeated evidence of Incorrect account-
ing entries associated with specifi-
personnel ;

. a pattern of unauthorized ac-ess at-
tempts to arsas, material, or informa-
tion by individuals:

* ~orrelations between large (nvent.ry
differences and operating shifrs;

. a disvarity between the material tfranu-
port authorization f an indivigaal et
the material rransported;



. a material transfer that is not com-
pleted within the allotted time; and

. movement of material at an unauthorized
time or to an unauthorized location by
an authorized person.

III. FACILITY AND PROCESS DESIGN AND OPERATION
—AN EXAMPLE

We now discuss some aspects of designing a
facility to meet integrated safeguards objec-
tives. An example facility is used to illus-
trate several aspects of integrated safeguards;
however, all aspects of process operation and
safeguards have no. been covered in this exam—
ple, and the example should not be considered a
complete and comprehensive design.

The example facility processes high-grade
scrap to recover the apecial nuclear material
as oxide. All process operations are performed
within glove boxes. The facility has one vault
and two process rooms located within the mate-
rial access area (MAA). The MAA {s located
within a protected area (PA). The facility
layout is illustrated in the Figure,
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Figure. Example facility layout.

The facility layout has been planned so
matecrial and parscinel move by different routes.
Walls and alarmed doors provide enforcement of
authorizationa of material movement and person-
nel access. Nc material is allowed through
perscnnel portals, therefore anv trigger of
portal radiativn alarms would bhe {nvestigsted
immediately as a rewoval of material.

Process operations occurring in Room 1 are
dissolution, 1{on exchange, and precipication,
All material handling operstions ian Room 1 are
performed on a batch basis. Batch operations
facilitate near-real-time accounting by allowing
frequent balance closures, and allowing moving
(dynamic) inventories by timing inventories to
occur when equipment (s empty after a batch has
completed a process step. This decreases the
lost processing time for shutdown Inventories
and provides more timely verification of the
presence of material.

The only process located ia Roem 2 is cal-
cination, which is operated continuously. A
bag-out port is provided in Room 2 but not in
Room 1. Because of the loss of batch identity
through the calciner ard the increased access
to material provided by the bag-out port, this
operation is 1isolated from other operations.
Fewer people are authorized to have access to
this area, and the two-man rule ig strictly en-
forced.

All transfers to and from the vault are by
trolley; all transfers within the process rooms
are contained within the glove boxes. The two
process rooms are connected by trolley. Move-
ment of material is automated, and provision is
made for electronically recording the important
movament information such as who authorized
movement, item identification, time, source, and
destination,

We will assume that daetailed descriptions
of process operations and material movements
have been developed for this facility. Portions
of the process raquiring similar materials and
equipment have hgen located in the same area
and physically separated from other areas by
appropriate barriers. These detailed descrip-
tions establish authorized locations for mate-
rials, authcrized transfers, and authorized
access to materials. For the example facility,
the following authorizations have been approved:

. floor supervisor - authorized for access
to all areas, not authorized to access
inventory Jifference information but
authorized access to all other informa-
tion,

°* wet process operaturs -~ authorized for
Room 1 access only, not authorized to
access invontory difference or measure-
ment control information but auchecrized
accesa to all other information; may re-
ceive material from the vault but may
not send material 'n the vault.

o calciner operstors - aucthorized for
access to Rocom 2 only, not authorized
to access inventory difference or meas-
urement control information but allowed
access to all other information; may
send material to the vault but may not
receive materiel from the vault.

. safeguards officer - authorized access
to all information, but no unescorted
access to the MAA,

. health and safety personnel - authorized
access to all aress, access to Inventory
listings, no transfer or material access
authorizations.

Special authorizations may be approved as appro-
priate and xranted temporarily for special oper-
ations. #n authorizations database is compiled
from the above information and mafntained on
the safeguards system by the sifeguarde officer.

An  automated stacker-retriever moves cans
within the vault based on requests received



from the safeguards or process control computer.
All items moving into or out of the vault have
been sealed with a tamper indicating device
(TID). The stacker-retriever can read the bar
code, TID identifier, and load the measurement
instruments located within the vault (neutron
measurement, gamma spectrometry, weight). Shelf
monitors record the constant presence of each
item stored in the vault.

Automstion of routine tasks such as the
vault operation eliminates the need for person-
nel to have access to material in these areas.
Linked with a computer and appropriate measure-
ments, this could be ojarticularly useful by
providing information on time of movement, item
identification, actions taken, and authorizing
person. An added advantage of automation in
vaults, or for transfers, is reduced radiation
exposure to pergonnel.

A vault computer records all vau.:i measure-
ment information, shalf monitor data, item posi-
tions, and trolley movements; communicates with
the safeguards computer; and controls the
stacker-retriever. A motion detsctor within the
vault is activated by the vault computer when
no activities are scheduled and turned off when
a new activity is scheduled. The motion de-
tector sends alarms o the physical protection
post as well as to t.2 safeguards computer.

Personnel enter the vault for external ship-
ments of material and for maintenancs: of equip-
ment, A portal radiation monitor at the door
to the vault detects material entering or leav-
ing the vault. Access to the veult is obtained
after successful use of a personal identifica-
tion device by two authorized personnel (author-
izations verified by the safegusrds computer).
All accass approvals and records are handled by
the access control computer. I[n addition, If
only two personnel are present, the portal moni-
tor {s active; therefore, any portal alare
should be responded to as an unauthorized re-
moval of materisl. For external shipmenta, a
third person must be present, and the safeguards
computer must approve deactivation of the portal
monitor (for authorized wovements of matarial
across tha vault portal).

Material {s transferred from the vault to
Room 1 by trolley. Trolley motion is moni{tored
by computer; starting and stopping position and
times are recorded. Once in the process area,
the transfer transaction is completed by weigh-
ing the item and racording the i{dentifying in-
formation. Processing now begins with standard
materials azcounting In practice. The ‘'ried
precipitate is transferred co Room 2 by trolley
using the same procedure as transfers from the
vault to Room 1. This transfer is made using
only gross weight and container bar code for
the measurements, The precipitata is calcined
to oxide, blended, samplad for chemistry mess-
urement, weighed, bar-coded, and sealed in a
can wit & TID. All of this {nformatlon {is
reccrded in tne accounting system computer. The

can is bagged out of the glove b-x and placed
cn the trolley for transfer to 'ae vault using
the same procedure as transfers from the vaulr,

Access to process Rooms 1 and 2 is permitted
only by successful use of a personal identifica-
tion device by two personnel for access to the
same :oom. Access to Room 2 may require the
presence of three persons due to safety require-
ments of bag-outs. Because, under normal oper-
ating conditions, no material should be trans-
ferred manually through the process room por-
tals, portal alarms would be indicative of
unauthorized removals of material.

Approval for access to the vault or the
process rooms is obtained when the following
conditions sre met:

1) the individual is on record as having

gained access to the PA, and

2) the individual is on record as having

gained access to the MAA, and

3) the individual has authorizations for

access to the requested area and mate-

rial at the requested time.
Accesa to computers and stored data would be
handled similarly. Tiese requirements mean that
the PA, MAA, and internal access coatrols must
all be in communications with one another as
well as fin direct communication with physical
protection personnel. A database of entry at-
tempts is maintained by the access control sys-
tem, with atfempts to access unauthorized areas
sigraled to the safeguards system.

Equipment has been designed to minimize
holdup. In addition, provision has been made
to use process a.d accounting datu to develop
estimates of holdup for use in calculating in-
ventory differences.

The materials accounting system encompasses
the normal accounting practices necessary to
develcp current inventory listings by material
type and area, wmaintain audit trails, record
meagurements, and calculate inveutory differ-
ence. Calculation of inventory c¢iffersence can
be performed for any segment of the process from
the unit process upward in scope to cover the
entire facility. Measurement control functions
sre performed elther by the accounting system
or by a separate measurement control computer
repnrting to the accounting system. The neces-
sary means of linking measurements with measure-
ment control information have been provided
allowing autumatic calculation of the limit of
error of the inventory difference.

Indicators or displays provided to the safe-
guarde officer by the asafeguards system and
other components inci .le:

1) authorization listings,

2) current accesses to areas,

3) access attempt failures (alarm),

4) transfers in progress,

) historical inventory difference char:s

vith control limits--for unit onrocessas
aud the facility,



6) current inventory difference for each
unit process,
7) measurements control charts, and
8) current inventory lists for each area
(glove box).
These displays can be accessed ag needed by the
safeguards officer to ascertain the current
status of any area within the facility, or to
resolve any anomalies indicated.

Anomalies are indicated by alarms from in-
dividual systems as well as from analysis of
combined information in the gafeguards system.
Rules have been developed to define the required
sequence of activities for normal operation.
When an activity occurs that does not conform
to the rules, the safeguards system alerts the
safeguards officer. For example, transfers
from the vault may have the following required
sequence:

1) process system requests an item for
processing, notifying the vault compu-
ter;

2) vault computer deactivates shelf monitor
for that item and activates the stacker-
ratriever;

3) stacker-retriever removes the item, sig-
nals for reactivation of the shelf moni-
tor, reads the identifying information,
weighs the item, performs appropriate
measurements, and places the item on the
trolley, time-out is started;

4) trolley is activated and moved to the
Room 1 position;

5) opecator in Room 1 removes the iter from
tne trolley, reads the identifying in-
formation, and weighs the can, time-out
is terminated (maximum of 10 minutes
allowed for tranafer), and then opens
the can.

In addition to the listed events, there are the
associated communications between eystems for
accounting, operator access to the room, meas-
urements, trolley movements, and shelf monitor-
ing.

Irregularities in the above routine would
trigger an alarm to the safeguarda officer; some
examples are

') trolley movement to a location other
than Room 1,

2) the authorized operator is not present
in Room L,

3) the item remdoved from the vault shelf
does not have the bar code for the item
requested, and

4) ten minutes has elapsed and tha operator
has not per{ormed the activities re-
quired to terminate the trarsfer.

Any of these irregularities would trigger an
alaim; however, the safeguards officer or the
safrguards -omputer may not necesaarily prevent
the trans*er but may investigate the situation
to determine If the activity {s unusual but
otharwiuse acceptable., Investigation of an anom-
aly may involve both automated and manual pro-
redures.

IV. CONCLUSION

The integration of safeguards activities
into an effective system that meets domestic
safeguards requirements to protect against the
ingider threat requires careful consideration
of safeguards functions and information flows.
The traditional separation of safeguards activ-
ities into compartments of physical protection,
mater.als control, and materials accounting in~
hibits information management and, thus, inte-
gration. “Rotating the coordinate system'” of
safeguards to organize activities into author-
ization, enforcement, and verification fun.. ons
facilitates information flow. Analysis of in-
formation requirements and management of safe-
guards-relevant information accomplishes the
integraticn of safeguards activities.

New facilities have the option of designing
their nricess operations and safeguards systems
in a coordinated manner, and in these cases the
optimum degree of safeguards integration can be
achieved with the least cost and impact on fa-
cility operationg, benefiting both processing
and safeguards. Existing facilities can inte-
grate their current safeguards activities by
analyzing the activities in light of authoriza-
tion, enforcemeni, and verification functions
and considering information management require-
ments for safegus.ds decisions. Any wveaknesses
in the system can be identified for upgrade,
and any redundant activities can be eliminated,
resulting in cosi-effective improvements to the
total system. In either case, whether designing
new systems or analyzing existing ones, under-
standing the interface between facility opera-
tions and ssfeguards is critical to cost-effec-
tive integrated safeguards systems that meet
modern standards of performance.
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